


Information Obtained from Global Sources (Hundreds of Sources)

�  White Hat Group Community Websites

Non-Public Information

�  Vendor’s Websites �  Governments’ Websites � Security Community’s Websites …etc.

Public Information�

�
�  Individual Hackers’ Websites
�  Individual Crackers’ Websites

�  Hacker Chat Rooms
�  Cracker Chat Rooms�  Black Hat Group Community Websites
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WEVSentinel System Structur e

Scanning Flow
Fully automated scanning system performs the following scans.
 1. Network Scan
 2. Network Vulnerability Scan
 3. Web Application Vulnerability Scan

�  The order of scans may vary.
�   Please refer to the back of this brochure for details on what scans are performed.

WEVSentinel can scan any system that has a global IP address.

�Ù  Servers: Web Server, DNS Server,  DB Server, Mail Server, etc.

�Ù  Network Devices: Router, Firewall, Gateway, etc.

�Ù  Web Applications

Scan Target

Scanning Schedule and Time

results are then uploaded to the WEVSentinel secured web portal for 

the customer to view. The customer can access the report page to 

review the scan results and vulnerabilities discovered which are 

categorized in 6 risk levels: [Informational ], [Low], [Moderate], [High], 

[Criti cal] and [Urgent]. Risk mitigation recommendations for those 

vulnerabilities can also be found on the report page in a easy to 

understand format.

�  WEVSentinel Top

�  WEVSentinel Report Top

�  Report Details

�  Services Running on the Target System

�  IP Address Comparison Chart/Graph

The Internet and Corporate Networks are the lifeblood of 
today’s business environment. Unfortunately everyday they 
face a broad variety of threats from attacks such as 

defacement, and system destruction. Companies must take 
appropriate measures to protect their information assets 
from those attacks in order to keep the trust of customers, 
stakeholders and to comply with regulatory compliance such 
as the Personal Information Protection Act (PIPA), Health 
Insurance Portability and Accountability Act (HIPPA) Sarbanes 
Oxley (SOX), North American Electricity Reliability 
Corporation (NERC) and other security compliances.

Most successful attacks or intrusions occur by exploiting 
known vulnerabilities in network devices, operating systems, 
databases, servers, and web applications. Over 10,000 
vulnerabilities are known to exist and the number continues 
to grow as new vulnerabilities are being discovered everyday. 
In addition, attackers are continually researching and 
discovering new sophisticated attack methods designed to 

is critical that companies check for vulnerabilities on their 
systems on daily basis so they do not fall victim to an attack.

The WEVSentinel scanning engine and technology has been developed by 

CHS-3 accreditations. These engineers work closely with security research 
groups around the world to obtain valuable information that is both public 
and non-public. They analyze attack methods, to develop countermeasure 

on advanced technology and vast intellectual resources. 

Developed and 
Managed by Top Level Securit y Engineers

Meeting Global Securit y Standar ds
WEVSentinel uses various global security standards as the benchmark for its 
scan engine. The standards include those issued by NSA, SCI, and NIST. It also 
uses FBI Top 20 and SANS Top 20.

Assessment by Utilizing Latest Information
WEVSentinel’s vulnerability database is always kept up-to-date. The WEV- 
Sentinel team analyzes vulnerability data acquired from global sources and 
constantly updates the database, so that our customers are assured of 
having the latest information available.

Scanning Systems and the 
Support Center are Located in North America

Scanning servers are located in North America and managed by security 
engineers 24/7. The help desk is also available to provide timely assistance to 
our customers. 

WEVSentinel service is reasonable and easy on company’s security budget, 

security personnel, remote security report development and planning, 
telephone support tickets, and much more.

they take security seriously. Countless studies show that if a web site displays 
a logo from a trusted security source, that customers are more likely to buy 
products online or to provide personal information because they feel 

No Hardware or Software Required

always have the required time to install, setup and  manage a new service, 
software or product. This is why WEVSentinel was developed so that no 

daily vulnerability scans.

WEVSentinel can be used to create future plans for improving company’s 

information security, including areas such as risk management and 

compliance.

�

WEVSentinel can be used as a guideline to comply with regulatory 

standards such as ISMS/ISO27001, NERC, SOX, PIPA, HIPPA and other 

security compliances.

�

Automated vulnerability scanning saves the time and hassle of collecting 

vulnerability information and testing your own systems, which allows a 

system administrator to concentrate on only the issues reported.

�

Daily remote vulnerabilit y assessment for

 network devices/systems,  servers and 

web applications .

Vulnerabilities discovered are categorized

 into 6 levels depending on their severit y and can be

 viewed on our secured web portal along with the

WEVSentinel p erforms over 15,000 tes

Our vulner abilit y database is constantly being 

updated so that you are protected against 

the most recent vulner abilities .

Why WEVSentinel?

What is WEVSentinel?

WEVSentinel Featur es

Maintain a Secure Syst em Envi ronment wi t h Dai ly Vulnerabi l i t y  Assessment

Web Application

Web Server DNS Server Mail Server Other Servers

IDS

Firewall

Router

[Scanning Schedule] Everyday during contract period (customized 

schedules are available) Contact sales@guardfactor.com for details

[Scanning time] A customer can choose one of the following (can be 

changed during contract period).  

� 6:00 – 18:00   � 18:00 – 6:00

Report


