


Maintain a Secure System Environment with Daily Vulnerability Assesstnent

Why WEV Sentinel?

The Internet and Corporate Networks are the lifeblood of
today’s businessenvironment. Unfortunately everyday they
face a broad variety of threats from attacks such as
unexpected disclosure of confidential information, web page
defacement, and system destrudion. Companies must take
appropriate measures to protect their information assets
from those attacks in order to keep the trust of customers
stakeholdersand to comply with regulatory compliance such
as the Personal Information Protection Act (PIPA), Health
Insurance Portability and Accountability Act (HIPR) Sarbanes
Oxley (SOX), North American Electricity Reliability
Corporation (NEK) and other seclty compliances

Most succesdul attacks or intrusions occur by exploiting
known vulnerabilities in network devices operating systems,
databases, servers, and web applications. Over 10,000
vulnerabilities are known to exist and the number continues
to grow asnew vulnerabilities are being discovered everyday.
In addition, attackes are continually reseaching and
discovering new sophisticaed attack methods designed to
exploit networks and gather valuable information for profit. It
is critical that companies check for vulnerabilities on their
systems on daily basis so they do not fall tira to an dtack.

What is WEVSentinel?

Daily remote vulnerabilit y assessmer for
network devices/systems, sewers and
web applications.

Vulner abilities discovered are categorized

WEVSentinel Featur es

Developed and
Managed by Top Level Security Engineers

The WE/Zntinel scanningengine and technology hasbeen developed by
top level certified security engineers that have the CISSP, CISM, CISA, and
CHSS3 accreditations. These engineers work closely with secuity reseach
groups around the world to obtain valuableinformation that is both public
and non-public. They analyz attack methods, to develop countermeasue
plans against vulnerabilities, and to define the risk level for each
vulnerability. WEV Sentinel users are always offered valuable services built
on advanced technology and st irtellectual resources

Meeting Global Security Sandards

WEVSntinel usesvarious global secuity standaids asthe benchmaik for its
scanengine. The standads include thoseissuedby NSASCland NISTIt also
uses FBTop 20 and SAN%op 20.

Assessmernt by Utilizing Latest Information

WEVZntinel’s vulnerability database is always kept up-to-date. The WE/-
Sentinel team analyzs vulnerability data acquired from global sources and
constantly updates the database, so that our customers are assured of
having the laest information available

Scanning Systems and the
Support Center are Located in North America

Scanning sewvers are located in North America and managed by secuity
engineers24/7.The help deskis alsoavailableto provide timely assistane to
our cusbmers

Cost-Effective Service

WEVZntinel sewice is reasonableand easyon company’s secuity budget,
offered at $6800 dollars for an entire year (approximately $19 dollars a day).
Customers can protect their systems at an affordable cost and will gain more
trust from their clients at the same time. In addition, WEVSentinel offers an
affordable support package that includes on-site consulting with a certified
security personnel, remote security report development and planning,
telephone suppot tickets, and much moe.

Build Consumer Confidence

WEVSentinel offers our customers the option to display the “WEVSentinel
Certified Logo” prominently on their web site to inform their customers that
they take secuity setiously. Countlessstudiesshow that if aweb site displays
alogo from a trusted secuity source, that customersare more likely to buy
products online or to provide personal information because they feel
confident knowing that it will be protected.

No Hardware or Sftware Required

The WEV Sentinel team knows that IT staff are busy and that they do not

WEVSentinel System Sructure

Information Obtained from Global Sources (Hundreds of Sour

Public Information

Vendor’'s Websites Governments’ Websites Security Community’s Websites ...etc.

Non-Public Information

White Hat Group Community Websites Individual Hackers’ Websites Hacker Chat Rooms
Black Hat Group Community Websites Individual Crackers’ Websites Cracker Chat Rooms
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Scanning Flow

Fully automated scanning sgtem peiforms the bllowing scans
1. Netvork San
2. Netvork Vulnerability San
3.Web Application Vulnerability San

The oder of scans mgavary.
Rease efer to the back of this bvchure for details on whascans ae performed.

Scan Target

WEVSentinel can scan ary system that has a global IP addess
U Servers:Web Srver, DNS &rver, DB Brver, Mail Srver, etc.
U Network Devices: Ruter, Rrewall, Gateway, etc.

U Web Applications

Scanning Schedule and Time

[Scanning Schedule] Everyday during contract period (customized
schedules ae available) @ntact sales@gualfactor.com for details
[Scanning time] A customer can choose one of the following (can be
changed duing contract period).

6:00 — 18:00 18:00 — 6:00

Report

The customer is notified by e-mail when the scan is complete. The scan
results are then uploaded to the WE/Sntinel secued web portal for
the customer to view. The customer can access the report page to
review the scan results and vulnerabilities discovered which are
categorized in 6 risk levels:[Informational ], [Low], [Moderate], [High],
[Criti cal] and [Urgent]. Risk mitigation recommendations for those
vulnerabilities can also be found on the report page in a eay to
understand brmat.
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